

















Must the Exigency Continue ?

danger.

SIA is based, in part, upon the danger arrestees will destroy

As a bright line rule, officer needs only lawful arrest.

= Does NOT have to articulate destruction of evidence.

However, US ». Park — no exigency, no SIA.
Park is (hopefully) bad law: “The potential dangers lurking in all

custodial arrests make warrantless searches of items within the
"immediate control" area reasonable without requiring the
arresting officer to calculate the probability that weapons or
destructible evidence may be involved.” US ». Chadwick, 433 U.S.

1.(1977).
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SD & Micro SD memory cards

Portable USB Hard Drive

One page of plain text = 2k; 1 MB = 1,024 k

Capacity # of pages
1MB 512 pages
5MB Complete works of Shakespeare
256 MB 131,000
512 MB 262,000
1GB 524,000 (pickup truck full of books)
1 CD (720 MB) 386,000
1single layer DVD (4.7 GB) 2,462,000

IACP - 2007

14




Too Much Data ?

Lots of very personal data in a small space that is easy to search.

Will STA of data be seen as too intrusive

“As other courts have observed, ‘the information contained in a

laptop and in electronic storage devices renders a search of their
contents substantially more intrusive than a search of the
contents of a lunchbox or other tangible object. A laptop and its
storage devices have the potential to contain vast amounts of
information. People keep all types of personal information on
computers, including diaries, personal letters, medical
information, photos and financial records.” U. . » Park and
U.S. v. Arnold, 454 F. Supp. 2d 999, 1004 (C.D. Cal. 2000).
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Inventory of Data

Lawful impoundment plus standardized inventory
policy.
Purpose:

m Protect owner’s property.

m Protect against false claims of lost or stolen property.

m Protect against hidden dangers.

Does your inventory policy include inventorying
the data ?

Inventory of data does not serve the purposes of an
inventory policy.
m U.S. v. Park, 2007 U.S. Dist. LEXIS 40596 (D. Cal. 2007)

IACP - 2007 16




Exigent Circumstances

m Courts recognize that PC that evidence will be
destroyed is a exception to the warrant requirement.
m Once the exigency ends, so does this exception.
m Like a temporary warrant/authorization.
m Authority to seize is not authority to search !
m Situations:
® You see CVidCﬂCC on Computer screen.
® You have PC child porn on a thumb drive in suspect’s hand.

m Scarching computer with warrant for X and see Y.
m Plain view limitations.
m Scize the container; stop search; get a piggy-back warrant.
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Tracking Devices

Not Regulated by Title 111

4th Amendment Governs

1. Was the installation legal?

2. Was the monitoring legal?

FBI LE Bulletin, July 2007 at http://www.fbi.gov/publications/leb/leb.htm
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Installing

If REP, Need SW or Exception

Government Property: No REP

ON Private Property in a Public Place: No REP
IN private property: REP

Enter onto REP area to install: REP
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REP Issues
Location OF Vehicle

No REP, no paper required.
Public streets and parking areas, no paper.

Gated communities — no papet.

» Still a public area.
Curtilage. REP — Need warrant.
Driveways — courts say “public” — no REP.

= But lets be careful out there.
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REP Issues

Location ON Vehicle

m External installation, no paper.

m [f access to interior required, warrant.

m If to tap into vehicle power supply, warrant.
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Installing Device

Federal Law
Location OF REP No Rep REP No Rep
Vehicle
Location ON REP No Rep No REP REP
Vehicle
Warrant No warrant Warrant Warrant
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Monitoring

REP in area monitored?

» No — no warrant required

= Yes —need a warrant
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Warrants to Install and Use GPS
Tracking Devices (Federal)

Effective Dec 1, 2006 — Change to Fed R. Crim. Pro. 41

- IF warrant required to install or use GPS device, warrant good for
tracking in any district.

« Warrant not required if only to install exterior-only devices and track
in public places.

« Warrant good for 45 days — may be renewed.

« 10 days to install — daytime installation unless judge authorizes
otherwise.

« “Return” to person tracked required within 10 days after tracking ends.

« Judge may authorize a delay in the return.
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State Cases

= Some state requires warrants when there is no
REP.

» May require PC, or

» Just reasonable suspicion.
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Installing Tracking Devices in Packages

» Our package — No REP.

* Decoy or bait.
= Controlled delivery of our stuff.

» Subject’s package — No REP if ......

» Seizure and intrusion into package lawful.
= Terry to seize. Warrant to open.
» We can install device in contraband shipments we have
lawfully intercepted and lawfully opened.

= If REP, get warrant.
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United States v. Grubbs
547 U.S. 90 (2006)

+ Grubbs orders child porn — from USPS site.
- Agents arrange controlled delivery.
« Package not yet delivered.

« Warrant requested to search Grubbs’ house in
anticipation of package delivery.

“Execution of this search warrant will not occur unless and
until the parcel has been received by a person and has
been physically taken into the residence. At that time and
not before this search warrant will be executed.”
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Anticipatory Search Warrants

* Ordinarily S/W = PC evidence is thete zow.

" Anticipatory warrant:
» PC a triggering event will occur.
» Once triggering event occurs, then PC.
= If triggering event occurs, then search.
» Triggering event — some identifiable event other than
“mere passage of time.”
» Controlled delivery.
= Fugitive to visit his buddies.
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Thanks for coming

Keith Hodges
FLETC Legal Division

Keith.Hodges@dhs.gov
(912) 554-4757

Federal Law Enforcement Training Center
Glynco, GA
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