
February 2009 / 25

T he January 1997 issue 
of the FBI Law Enforce-
ment Bulletin contained 

the article “Searching Pagers 
Incident to Arrest.” The use of 
pagers now is on the decline, 
but cell phones seemingly are 
everywhere. It is the rare arrestee 
today who is not found in posses-
sion of a cell phone. This article 
addresses the legal authority for 
an officer to search a cell phone 
incident to arrest.

General Principles
Unlike the constantly evolv-

ing state of technology, the gen-
eral state of the law regard-
ing searches incident to arrest 
is settled and well understood. 
“A person validly arrested may 
be searched without a warrant. 
There does not need to be any 
indication that the person arrest-
ed possessed weapons or evi-
dence. …[P]robable cause for 
the search is not required. The 

lawful arrest, standing alone, 
authorizes a search.”1 A search 
is not incident to an arrest, how-
ever, unless “it is substantially 
contemporaneous with the ar-
rest and is confined to the im-
mediate vicinity of the arrest.”2 
The reasons justifying such a 
search are “1) to seize weapons 
to protect the arresting [law en-
forcement personnel]; 2) to pre-
vent destruction of evidence; 
and 3) to prevent escape.”3 
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Consistent with the ratio-
nale behind the search incident 
to arrest, officers are permitted 
to search both the arrestee’s 
person and the areas under the 
arrestee’s immediate control. 
The latter is sometimes referred 
to as the area into which an ar-
restee could conceivably lunge, 
i.e., the “area from within which 
[the arrestee] might gain posses-
sion of a weapon or destructible 
evidence.”4 Importantly, “[u]
nlike searches of the person, 
searches of possessions within 
an arrestee’s immediate con-
trol cannot be justified by any 
reduced expectations of privacy 
caused by the arrest.”5 In other 
words, if an item “not immedi-
ately associated with the person 
of the arrestee” is removed from 
the arrestee’s immediate control 
such that any search thereafter 
would be 1) “remote in time or 

place from the arrest” or 2) not 
subject to exigent circumstances 
(e.g., possible destruction of 
evidence), it can no longer be 
searched by law enforcement as 
incident to the arrest.6

With the advent of technol-
ogy and the proliferation of 
personal electronic devices, 
particularly cell phones, courts 
have been called upon to ad-
dress the application of the 
search incident to arrest doc-
trine to items discovered on the 
person of the arrestee unimag-
ined at the time. Recent techno-
logical developments have led 
to the consolidation of personal 
communication devices into 
one. Today, it is less likely that 
officers will encounter pagers. 
Instead, when taking someone 
into custody, officers are likely 
to discover only one device, the 
cell phone, performing multiple 

functions, such as phone capa-
bility, texting, e-mailing, and 
Internet browsing. 

Developments in the  
Application of Search  
Incident to Arrest to  
Cell Phones	

In early 2007, the U.S. 
Court of Appeals for the Fifth 
Circuit decided whether a 
federal agent could search a 
cell phone incident to arrest. 
In United States v. Finley,7 the 
defendant was arrested by DEA, 
and, during a search incident 
to his arrest, a DEA special 
agent (SA) found a cell phone 
in Finley’s pocket. The phone 
was not searched until after the 
agent had driven Finley to a 
cohort’s residence where DEA 
and the local police were in the 
process of executing a search 
warrant. The SA “searched 
through the phone’s call records 
and text messages,” and several 
of the latter seemed to the SA 
“to be related to narcotics use 
and trafficking,” the meaning of 
which he effectively explained 
during the course of his trial 
testimony.8 

Citing a case holding that 
the search of a pager seized in-
cident to an arrest was lawful,9 
the Fifth Circuit upheld the SA’s 
exploitation of the information 
on Finley’s mobile phone. “The 
district court correctly denied 
Finley’s motion to suppress 
the call records and text mes-
sages retrieved from his cell 

“
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phone[,]”10 said the appellate 
panel. The fact that the search 
of the phone did not occur at 
the precise moment and place of 
Finley’s arrest did not concern 
the court.

In general, as long as the 
administrative processes 
incident to the arrest and 
custody have not been com-
pleted, a search of effects 
seized from the defendant’s 
person is still incident to the 
defendant’s arrest. Although 
the police had moved 
Finley, the search was still 
substantially contemporane-
ous with his arrest and was 
therefore permissible.11

The court did not reveal 
how long after Finley’s arrest 
his phone was searched nor 
did the panel indicate how far 
he was driven before the text 
messages were retrieved.12  The 
court determined that as the cell 
phone was found on the person 
of the arrestee, the search of the 
phone need not have occurred 
at the moment of the arrest, pro-
vided it was searched incident 
to the arrest as time permitted. 
The fact that the phone was not 
searched immediately upon the 
arrest did not change the valid-
ity of the search. 

Finally, there was no 
explanation regarding whether 
incoming text messages would, 
at some point, overwrite previ-
ously existing text contained 
in the phone. If such were 
the case, an exigency would 

exist, thus providing additional 
rationale in support of a search 
incident to an arrest. The Finley 
court, however, did not go look-
ing for exigent circumstances 
to justify exploration of the 
phone’s text messages, holding 
simply that “[i]t is well settled 
that ‘in the case of a lawful 
custodial arrest a full search of 
the person is not only an excep-
tion to the warrant requirement 
of the Fourth Amendment, but 
is also a ‘reasonable’ search 
under that Amendment.’”13  

point of arrest to booking nor 
was there any mention of any 
exigency which also would 
have weighed in favor of the 
somewhat contemporaneous 
search incident to Pena’s arrest. 
The court, without elabora-
tion, simply concluded that the 
“cellular phone” (as opposed 
to a specific kind of data, e.g., 
address book phone numbers 
or text messages, that might be 
contained therein) “should not 
be suppressed.”16

In United States v. 
Brookes,17 the court upheld the 
search incident to arrest of a 
cell phone and the retrieval of 
phone numbers from it. The 
court based its reasoning on a 
prior decision that allowed the 
retrieval of numbers from a 
pager seized incident to arrest18 
and also here allowed the inves-
tigative use of numbers stored 
on the defendant’s cell phone. 
“Because the search of a ‘per-
son’ has been held to include 
a person’s wallet or address 
book, the Court [in the earlier 
decision] found that the search 
of the defendant’s pager was a 
search of his ‘person’ and thus 
was valid.”19 Because the phone 
numbers in the instant case 
were obtained soon after the de-
fendant’s arrest, “the Court shall 
not suppress the...cell phone or 
the recording of the numbers 
stored therein.”20

In United States v. Zamo-
ra,21 the defendant argued, 
among other things, that the 

In United States v. Pena,14 
the cell phone appears to have 
been taken from the defendant 
not at the instant time of arrest 
but rather during booking15—a 
search that the U.S. magistrate 
judge nevertheless determined 
was incident to Pena’s arrest. 
The case did not discuss the 
time and distance from the 

”

…today’s mobile 
phones are…containing 
much more significant 

information than  
could be found within 

items…historically 
searched incident to 

arrest, such as address 
books, pagers, purses,  

and wallets.

“
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search of his cell phone incident 
to arrest was improper because 
law enforcement did not first 
secure the phone and then 
seek a search warrant. In other 
words, there were no exigent 
circumstances justifying the 
immediacy of the search. The 
district court was unimpressed, 
noting that

[i]n this case the phones 
were reasonably believed 
by the investigating agents 
to be dynamic, subject to 
change without warning by 
a call simply being made to 
the instrument. With each 
call is the risk that a number 
stored would be deleted, 
including the loss of calls 
made to or from the instru-
ment in connection with the 
transportation and ultimate 
secured storage of the [pre-
cursor chemical] at issue 
here.22

This understanding led 
the court to conclude that the 
search of the phone incident to 
the arrest was proper because 
“[i]t was the function and 
limitation of the cell-phone 
technology which motivated the 
investigating agents to conduct 
an immediate search of the 
phones, rather than seek a 
warrant,”23 and that, therefore, 
such concerns were sufficiently 
“legitimate” for the warrantless 
search that actually occurred. 
“The arrests...being proper, 
so were the searches incident 
to their arrests, and exigent 

circumstances otherwise 
authorized the seizure of the 
cell phones and the search of 
their electronic contents.”24 The 
court’s reasoning suggests that 
if incoming calls did not, in 
fact, overwrite data previously 
stored in the phone, the district 
judge would not have upheld a 
warrantless search and seizure 
of the information contained 
therein.

phone not “roughly contem-
poraneous with the arrests.” 
Even so, the warrantless phone 
search would have been sal-
vageable if one could consider 
retrieval of the mobile to have 
resulted from a search of the 
person or the person’s cloth-
ing as opposed to a search of a 
possession, such as a suitcase or 
briefcase, within the arrestee’s 
immediate control. The district 
judge ultimately concluded that 
the seized cell phone fell into 
the last category.26 While it is 
necessary and appropriate to 
take possession of the items of 
property on the arrestee as part 
of the routine booking process 
and account for this property 
consistent with “standard police 
department procedure,”27 exam-
ining the contents of the phone 
would exceed the permissible 
scope of this authority. As the 
court noted, had the contents of 
the cell phone been examined 
pursuant to such an articulated, 
routine booking practice, this 
would not have been sufficient 
to save the day (or the data) 
because the “purpose of a book-
ing search is to create an inven-
tory” that the officers could 
have satisfied “simply by listing 
defendants’ cell phones as items 
on the booking forms.”28 

In addition to the court’s 
view that the search and retriev-
al of the data was not within the 
permissible scope of a search 
incident to arrest, the court also 
expressed concern with the 

Highlighting the uncertainty 
in this area is a recent federal 
district court decision in which 
a federal judge suppressed the 
results of a warrantless search 
of a cell phone seized incident 
to arrest. In United States v. 
Park,25 a district court judge 
concluded that a search of a cell 
phone conducted while booking 
the arrestee into jail roughly 1½ 
hours after the arrest violated 
the Fourth Amendment.

The judge ruled that de-
lay between the arrest and the 
search rendered acquisition of 
information contained in the 
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extension of such a broad war-
rantless search authority in this 
context. The court commented 
on how today’s mobile phones 
are similar to small computers 
and thus capable of containing 
much more significant infor-
mation than could be found 
within items more routinely and 
historically searched incident to 
arrest, such as address books, 
pagers, purses, and wallets.

[M]odern cellular phones 
have the capacity for storing 
immense amounts of private 
information. Unlike pagers 
or address books, modern 
cell phones record incoming 
and outgoing calls, and can 
also contain address books, 
calendars, voice and text 
messages, email, video and 
pictures.29 
The district court thus 

renounced the reasoning in 
the Fifth Circuit’s decision in 
Finley, discussed above, and 
instead determined that “un-
like the Finley court,...for the 
purposes of Fourth Amendment 
analysis cellular phones should 
be considered ‘possessions 
within an arrestee’s immedi-
ate control’ and not part of ‘the 
person.’”30 Once such an item 
is removed from the arrestee’s 
immediate control, there is no 
danger that evidence will be 
destroyed or that the seized 
item will contain or be used 
as a weapon. At the end of the 
day, “possessions within an ar-
restee’s immediate control have 

Fourth Amendment protection 
at the station house unless the 
possession can be characterized 
as an element of the clothing, or 
another exception to the Fourth 
Amendment requirements [such 
as a booking search] applies.”31 

The government might have 
helped its position by explain-
ing how the phones’ seizure 
and examination prevented the 
destruction of evidence, such as 

in State v. Smith32 to review a 
set of facts analogous to those 
in the two earlier opinions. The 
defendant, Smith, was searched 
incident to his arrest and a cell 
phone was recovered from his 
person. The phone was later 
examined with helpful results 
(call records and stored phone 
numbers) just before Smith 
was booked into jail. Although 
the record did not make clear 
whether the phone was searched 
at the scene of the arrest or 
at the police station when the 
evidence was being secured, 
the distinction did not matter 
because even if the search of 
the phone had occurred away 
from the arrest scene, it was 
“substantially contemporane-
ous” with the apprehension.33 
The July 2008 Smith decision 
found Finley to be more persua-
sive than Park and upheld the 
trial court’s order that Smith’s 
motion urging suppression of 
the information gleaned from 
the phone be denied. The Smith 
court followed the Finley 
reasoning that the cell phone 
was an item found on and part 
of the defendant’s person and 
rejected the Park determina-
tion that such an instrument is a 
possession “within an arrestee’s 
immediate control.” However, 
the court did draw the line at the 
retrieval of certain information, 
deciding to suppress incriminat-
ing photos that the police also 
found on Smith’s phone because 
it concluded that the police 

by 1) the targets themselves and 
possibly by 2) overwriting oc-
casioned by incoming commu-
nications. Of particular concern 
with respect to the preservation 
of evidence is the ability that 
service providers offer to some 
customers enabling them to 
remotely destroy data on their 
cell phones.

Subsequent to both Finley 
and Park and considering both 
of those opinions, the Ohio 
Court of Appeals had occasion 

”

The weight of the  
case law supports the 
warrantless retrieval  

of text messages, call 
histories, and stored 
numbers, as well as 

names and addresses 
from a cell phone seized 

incident to arrest….

“
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lacked sufficient grounds to 
search for pictures.34

The concurring judge pos-
ited an additional rationale for 
upholding the trial court’s rul-
ing adverse to the suppression 
motion, “A reasonable police 
officer could conclude that there 
might be a limit to the number 
of previous phone numbers 
contacted on the cell phone, 
and that failure to obtain those 
numbers promptly might result 
in their becoming purged from 
the cell phone’s memory as new 
calls came in,”35 thus supporting 
the rise of exigent circumstanc-
es permitting retrieval of the 
data without waiting to secure a 
search warrant.

The dissenting judge, 
finding that the search had not 
been “substantially contempora-
neous” with Smith’s arrest, 
preferred the logic of Park and 
concluded that “the modern 
cellular phone is increasingly 
akin to a modern personal 
computer.” This compels the 
conclusion that it “should be 
placed in the more protected 
category of possessions within 
the immediate control of the 
accused” for which, “[o]nce 
contemporaneity [with the 
arrest] is lost” and “the justifica-
tions for a valid search incident 
to arrest [no longer] have...
meaning[,] [t]he police should 
obtain a search warrant, just as 
they would when they seize a 
personal computer from an 
accused.”36	

Conclusion
The weight of the case law 

supports the warrantless re-
trieval of text messages, call 
histories, and stored numbers, 
as well as names and addresses 
from a cell phone seized inci-
dent to arrest if the information 
is culled at a not too remote 
time and distance from the point 
of apprehension (such as at the 
police station or place of book-
ing/detention).  However, some 
are of the opinion that such 
searches are outside the scope 

best interests of the investiga-
tion. Of course, if time is truly 
of the essence, an understanding 
that a delay in conducting the 
search of the phone would run 
the risk of data loss from in-
coming communication traffic, 
such as by overwriting or purg-
ing, may provide a legal theory 
in support of the search.  

”

…officers may find 
that erring on the  

side of caution and  
securing a warrant 

when practicable is in 
the best interests of 

the investigation. 

“
of the search incident to arrest. 
Given the uncertainty, officers 
should consult with the ap-
propriate prosecutor’s office to 
determine if case law in their ju-
risdiction follows the rationale 
in the Finley or Park decision. 
Technology and the law in this 
are still developing. Recogniz-
ing this uncertainty, officers 
may find that erring on the side 
of caution and securing a war-
rant when practicable is in the 
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