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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI
EASTERN DIVISION

NICHOLAS MANASCO, ET AL., )
Plaintiffs, %
VS. ; Case No. 4:11-CV-00557-CDP
BOARD OF POLICE COMMISSIONERS, ;
ET AL, )
Defendants. g
ORDER

Pending before the Court are requests for a temporary restraining order and injunctive
relief filed by Plaintiffs Nicholas Manasco, Thomas Favazza, Stephen Schroeder, and Curtis
Burgdorf (collectively, “Plaintiffs”) [Doc. # 16], and by Amber Burgdorf and Andrea
Manasco (collectively, “Intervenors™) [Doc. # 17]. Plaintiffs are police officers employed
by the St. Louis Metropolitan Police Department (“Police Department”) who ask that the
Court enjoin Defendants from enforcing a Police Department order that compels them to
produce personal cellular phone records. Intervenors are the spouses of two of the Plaintiffs.
For the following reasons, the motion is granted in part and denied in part.

l. Background and Facts

On or about March 8, 2011, Carlos Boles was killed by police officers and marshals

after Mr. Boles shot and killed Federal Marshal John Perry. After the shooting, Officer

Manasco took a photograph of Mr. Boles using his personal cell phone and sent the image
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to Officer Favazza, who viewed it and forwarded it to Officer Burgdorf, who viewed it and
forwarded it to Officer Schroeder. Officer Schroeder then sent the picture to at least one
person outside the Police Department. The Internal Affairs Division of the Police
Department (“IAD”) learned of the taking and sending of the photograph when a third party
received the photograph and informed IAD. Although Plaintiffs have admitted to either
taking and sending the photograph or receiving or forwarding the photograph, Plaintiffs
cannot recall to whom the picture might have been sent. Asaresult, IAD asked the Plaintiffs
to turn over their cell phone records for review by IAD. Plaintiffs refused. Plaintiffs were
then ordered to turn them over. Specifically, Sergeant William Brown of IAD issued a direct
order that Plaintiffs

produce the detailed telephone record, which indicates all texting and

messaging information, to include the pictures or images that were sent and

received from [the officer’s personal mobile phone number], between March

8, 2011, 12 AM, thru March 18, 2011, 12 AM. The phone records will [be]
hand delivered to me, in it’s [sic] entirety, with no missing information. . . .

Failure to Follow a Direct Order of a superior officer . . . is a violation of
Police Manual 7.004 C-3-E, which carries a possible discipline of Reprimand
to Dismissal.

[Doc. # 16-1, 16-2, 16-3, 16-4 (Petitioner’s Exhibits 1A, 1B, 1C, 1D)]. The purpose of
IAD’s investigation is to determine how the photograph was disseminated and to whom;
particularly, because the photograph was ultimately transmitted to Mr. Boles’s family
members and various media outlets.

The personal cellular phones used by Officers Manasco and Favazza are alleged to

be serviced by plans solely in the names of their spouses. The cellular phone service plans
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used by Officers Schroeder and Burgdorf are alleged to be jointly owned by each officer and
his spouse respectively. As a result, all Plaintiffs contend that they have no control over
their cell phone records because their wives won’t agree to release the records to the
Plaintiffs. However, neither Plaintiffs nor their wives appeared to testify at the preliminary
injunction hearing. Instead, they submitted affidavits which precluded any cross
examination. The Court does not find the affidavits persuasive. First, the affiants were not
subject to cross examination. Second, the substance of the affidavit is not consistent with the
normal expectation that a spouse would have access to telephone records for the phone that
the spouse routinely uses, regardless of how the account was titled.

After being ordered by Sergeant Brown to produce their cell phone records, Plaintiffs
brought this action to prevent the execution of IAD’s order. They assert that IAD does not
have the authority to issue its order because it amounts to an unlawful search and seizure of
Plaintiffs” and their spouses’ records, in violation of the Fourth Amendment.

1. Discussion

A. Standing

The Police Commission has now conceded that the Plaintiffs have standing to pursue
their Fourth Amendment claims. As represented by Plaintiffs, they had control over their
phones at all relevant times. The officers’ spouses do not exert control over how the officers’
phones are used. Thus, Plaintiffs have a protectable interest in the cell phone and cell phone
records. There is simply no credible evidence that the Plaintiffs have not regularly had

access to their phone records regardless of how telephone service is purchased by the family.
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B. Fourth Amendment

The Fourth Amendment states: “The right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures, shall not be violated
... When applied to actions by a government employer such as the Police Department,
a plurality of the Supreme Court has laid out a two-step inquiry: (1) whether the employee
had a reasonable expectation of privacy given the “operational realities” of the workplace;
and (2) if there is a legitimate expectation of privacy, the employer’s intrusion for
investigation of work-related misconduct must be “judged by the standard of reasonableness
under all the circumstances.” O’Connor v. Ortega, 480 U.S. 709, 725-26 (1987).

The Court will assume without deciding that Plaintiffs have an expectation of privacy
in their communications on their personal cell phones. They also have an expectation of
privacy in their cell phone records.

Intervenors’ expectation of privacy, if any, is substantially diminished by the fact that
the Plaintiffs’ cell phone numbers were largely, if not exclusively, dedicated to the Plaintiffs’
use and it was the Plaintiffs who largely, if not exclusively, controlled the cell phones.
Having given the cell phone to a third party, the Intervenors could not reasonably expect any
Fourth Amendment interest separate and distinct from their husbands to whom they gave the
property. The Court has also found, contrary to the Plaintiffs’ contention, that Plaintiffs do
have access to their phone records. Therefore, the proper analysis here is whether the Police
Department’s order was reasonable as to the Plaintiffs given all the circumstances.

The Court finds that production of Plaintiffs’ personal cell phone records of text
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messages with image attachments between March 8, 2011 and March 18, 2011, is not an
unreasonable intrusion on Plaintiffs’ expectation of privacy. Plaintiffs used their personal
cell phones to send or receive unauthorized work-related information—Mr. Bole’s image—and
therefore were on notice that they and any devices in their control that perpetuated work-
related misconduct, would be subject to investigation. The Plaintiffs were aware that the
photograph of Mr. Boles was unauthorized and that taking or sharing evidence from a crime
scene was a violation of Police Department policy.

The Supreme Court’s holding in Quon is distinguishable from the facts before this
Court. Quon concerned whether the Ontario Police Department committed an unlawful
search and seizure when it reviewed text message records of a pager it issued to Quon. Any
legitimate expectation of privacy Quon may have had in the messages he sent from his pager
was mitigated by the fact that Quon was clearly informed that pager messages on a
government issued device were subject to auditing by Quon’s employer. Thus, Quon
involved private communication on a government-issued device with notice. Plaintiffsargue
that because their cell phones were private and there was no notice that their cell phones
would be audited, it is unreasonable for the Police Department to order their cell phone
records to be produced. The Court is not persuaded by this argument because Plaintiffs used
their cell phones to violate police policy.

There clearly was a need for the Police Department to determine which officers
transmitted the picture of Boles and to whom the pictures were sent. As testified, the taking
and transmission of the picture is a violation of Police Department policy. The Plaintiffs
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answered some questions concerning the photograph but were unable to remember everyone
to whom the picture was sent. By reviewing the Plaintiffs’ phone records with the Plaintiffs,
IAD hoped to refresh Plaintiffs’ recollection of how many transmissions of the picture had
been made and to whom. This would in turn assist IAD to learn whether other officers were
involved in distributing the photo. An IAD officer testified at the hearing that a fifth officer
had cooperated with IAD and had produced his phone records. With that information, IAD
had been able to identify Plaintiffs’ involvement in the taking and transmission of the photo.
By reviewing Plaintiffs’ phone records with Plaintiffs, IAD expects to confirm whether
Plaintiffs have been truthful and whether other officers also violated Police Department
policy. The investigation is ongoing and no decision has yet been made about whether
discipline should be imposed against anyone and if so, how much discipline is appropriate.
Whileitis Plaintiffs’ private cell phone records that have been ordered produced, their
cell phones are regularly used for police business. More importantly, the Plaintiffs all agree
that their cell phones were used to either take or transmit pictures from a crime scene, a
violation of Police Department policy. This is not a case where the police are trying to
determine whether a private cell phone was used in violation of Police Department policy.
It is known that the cell phones in question were an instrumentality of misconduct and that
the only reason that the Plaintiffs were in a position to take and transmit the pictures was
because they were police officers.
Here, any legitimate expectation of privacy of Plaintiffs’ was tempered by their
transmission of work-related information using their personal cell phones. Work-related
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information is not private but is a concern of the employer. While the Police Department has
not issued a specific directive indicating that personal cell phone usage may be subject to
review to the extent the phone is used for work-related purposes, the Plaintiffs were put on
notice that work-related misconduct, and the manner in which it is perpetrated, is subject to
investigation. IAD’s current investigation pertains specifically to a relevant, narrow time
frame where the transmission of Mr. Boles’s photograph—which is work-related information
that is the subject of officer misconduct-took place. Its dissemination among the Police
Department’s employees and potentially the public is of direct concern to the Police
Department. As the Supreme Court concluded in Quon, the IAD’s request is “motivated by
a legitimate work-related purpose,” and is “not excessive in scope” in light of its purpose,
and is therefore reasonable. See Quon, 130 S. Ct. at 2632-33.

When determining if a preliminary injunction should issue, the most important factor
the Court must weigh is the movant’s probability of success on the merits. See Shrink Mo.
Gov’t PAC v. Adams, 151 F.3d 763, 764 (8th Cir. 1998); Dataphase Sys., Inc. v. C L Sys.,
Inc., 640 F.2d 109 (8th Cir. 1981). As discussed, the Court finds that Plaintiffs will not
succeed on the merits of their claim relevant to text messages with image attachments sent
by them during the relevant period. However, as to the other information requested by the
Police Department, the Court is uncertain as to Plaintiffs’ success on the merits and therefore,
the balance of harm favors the Plaintiffs.

Il.  Conclusion
For the foregoing reasons, the Court finds that production of Plaintiffs’ phone records
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of text messages with image attachments that were sent by Plaintiffs between March 8, 2011
and March 18, 2011, as compelled by the IAD’s order, is reasonable and does not violate
Plaintiffs’ Fourth Amendmentrights. Therefore, the Courtdenies Plaintiffs’ and Intervenors’
TRO and injunctive requests as to these records. In all other respects the preliminary
injunction is GRANTED.

s/ Nanette K. Laughrey

NANETTE K. LAUGHREY
United States District Judge

Dated: April 1, 2011
St. Louis, Missouri



